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SECTION 2 – PREVENT DUTY 

 

Appendix 8 – Terms of Reference 

Committee Terms of Reference: 

PREVENT OVERSIGHT GROUP 

Reports to: the University Executive 

Occurrence: 3 times a year 

Terms of reference last reviewed: October 2018; last revised: October 2018; and next due for review: 

October 2020 

Members: 

 Pro Vice-Chancellor (Learning, Teaching and 
Student Experience) (Chair) 

 Head of Student Support and Careers 
Service  

 Head of Human Resources 

 Data Protection Manager 

 Director of Information Services 

 Health, Safety and Environment Manager 

 Students’ Union Chief Executive Officer 

 Student Opportunities Officer 

 Compliance Manager, Academic Registry 

 Head of Facilities Management 

 One Trade Unions’ Representative 

 Member of academic staff 

 Business Development Manager 

 Faculty Manager 

14 members. 

Quorum: 6 members. 

In attendance: 

At the discretion of the Chair other University 
officers, as may be appropriate, shall be invited 
to attend meetings. 

Remit: 

The Prevent Oversight Group provides operational oversight of the University’s obligations under the 

Counter-Terrorism and Security Act 2015 (also known as “The Prevent Duty”), to have due regard for 

the need to prevent people from being drawn into terrorism. The Act refers to the governing body as 

having the ultimate responsibility for compliance with the associated obligations. The Group shall 

promote a shared awareness and understanding of the risk of radicalisation within the University 

community, and monitor and review the effectiveness of the University’s arrangements in respect of 

the Prevent Duty.  

 

Terms of reference: 
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1. To consider and recommend for approval by the University Executive, or by a governance 

committee via the University Executive: 

a. The University’s Prevent Duty Annual Report, summarising the University’s compliance 

with the Prevent Duty, which shall be ultimately submitted to the Higher Education 

Funding Council for Wales (HEFCW). 

b. The University’s Prevent Duty Action Plan and Risk Assessment. 

c. The Prevent Oversight Group’s Terms of Reference, which are to be reviewed on a 

periodic basis.  

2. To consider and have authority to review and approve on behalf of the University Executive: 

a. Guidance documents relating to the University’s arrangements in respect of the Prevent 

Duty.  

3. To receive reports for information and advise the University Executive, or a governance 

committee via the University Executive, as appropriate on: 

a. An appropriate response to feedback provided by HEFCW following the submission of 

the University’s Prevent Duty Annual Report.  

b. Data in respect of notifiable events as defined by the University’s Code of Practice on 

Freedom of Speech. 

c. Training needs and materials. 

d. Updates from the North Wales HE Prevent Forum.  

e. Amendments required to University’s policies or procedures or policy reviews, in 

respect of the Prevent Duty Guidance.  

 

Operation 

The University Executive shall receive regular reports as appropriate on the Committee’s activities. 
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Code of Practice on Freedom of Speech 
 
Introduction 
 
Aberystwyth University’s governing body, the Council, has approved the following ‘Code of Practice 
on Freedom of Speech’ (the ‘Code’) in order to comply with its duty under Section 43 of the Education 
(No. 2) Act 1986. 
 
This Code shall be reviewed annually to ensure ongoing compliance with the Act and any other 
relevant legislation. Any proposed amendments of a substantive nature shall be presented to Council 
for formal approval. Consequential amendments of a minor nature may be incorporated as part of the 
annual review of the Code. 
 
Nothing in this Code shall be deemed to affect the rights of any person taking any steps pursuant to 
lawful industrial action or peaceful protest. 
 
 
Contents 
 

1. Key Principles 
2. Applicability 
3. Relevant Legislation 
4. Definitions 
5. Conduct of Meetings and Events 
6. Infringement of this Code 
7. Further Reading 
Appendix 1: Procedure for Authorising Notifiable Events 
Appendix 2: Authorising Notifiable Events – flow chart 
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1. Key Principles 
 

1. The University adopts the principle of freedom of speech and expression within the law. 
This Code therefore intends where practicable to facilitate rather than restrict freedom 
of speech, and in doing so reduce undue bureaucracy. 

 
2. At times, some views and opinions which are expressed lawfully may be considered by 

some to be offensive, shocking or disturbing. In such circumstances, the University 
believes that the institution’s role is to provide opportunities to challenge those views 
and opinions; to widen rather than narrow debate. Therefore, in considering proposals 
to hold Notifiable Events, the University will consider the perceived value of the event – 
the expectation being that the event offers more than a platform to air controversial 
opinions, and seeks to encourage academic debate and the exchange of differing views. 

 
3. The University believes that there is considerable responsibility associated with the right 

to freedom of speech. It does not provide the right to intimidate or bully individuals, and 
individuals must recognise that there may be consequences to such actions. 

 
4. Freedom of speech can be limited by law if necessary, for example, to prevent crime, for 

reasons of national security or public safety, or to prevent unlawful discrimination and 
harassment. The University will take such legislation into account when applying this 
Code. 

 
5. Alongside freedom of speech, the University believes in academic freedom within the 

law. Consequently, and in accordance with Statute 9(2) of the University’s 2018 Statutes, 
“staff shall have freedom to challenge received wisdom and put forward ideas and 
opinions without placing themselves in jeopardy of losing their jobs or privileges”. 

 
 
2. Applicability 
 

This Code of Practice shall apply to: 
 
1. All events led, hosted or co-hosted by the University, irrespective of where they take 

place (unless compliance with this Code would breach the law of the country where the 
event is to take place); 

 
2. All events held at premises used by Aberystwyth University Students’ Union, regardless 

of whether such premises are owned by the University or whether they are on- / off-
campus; and 

 
3. Any other events held on University premises, including those organised by external 

individuals or organisations. 
 
 
3. Relevant Legislation 

 
The University is required to comply with the requirements of various legislation with respect 
to freedom of speech, including: 
 
1. Education (No. 2) Act 1986 
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1. Section 43 of the Education (No. 2) Act 1986 requires a University’s governing body 

to “take such steps as are reasonably practicable to ensure freedom of speech 
within the law is secured for members, students and employees of the 
establishment and for visiting speakers”, and issue a ‘Code of Practice’ to facilitate 
the discharge of this requirement. 

 
2. In accordance with Section 43(8) of the Education (No. 2) Act 1986, any references 

to the University’s premises shall include those managed by Aberystwyth 
University Students’ Union. 

 
2. Counter-Terrorism and Security Act 2015 
 

Section 26(1) of the Counter-Terrorism and Security Act 2015 imposes a duty on 
Universities to have due regard to the need to prevent certain individuals from being 
drawn into terrorism (the ‘Prevent Duty’). 

 
3. Equality Act 2010 
 

Where the University or the Students’ Union are hosting speakers or events, there is 
potential for legal liability for discrimination against, or harassment of service users, 
members, and guests. However, the requirements of the Equality Act 2010 need to be 
balanced against competing rights, including those set out with respect to freedom of 
speech in the Education (No. 2) Act 1986. 

 
4. Charity Law 
 

1. The University is a registered charity (number 1145141). Our Council members, as 
trustees of the institution as a charity, are therefore required to ensure that the 
University complies with charity law, and any other laws that apply to the 
institution. 

 
2. The University’s trustees must also make sure that the University acts in a way 

which furthers its charitable purposes (which are set out in the Article IV of the 
University’s Charter – ‘Objects of the University’). In practice, this means that, at 
times, there is a limit to the steps that are reasonably practicable for the University 
to take to ensure freedom of speech, where doing so would divert resources away 
from the charitable purposes. 

 
5. Higher Education (Wales) Act 2015 
 

In accordance with the Higher Education (Wales) Act 2015, the Higher Education Funding 
Council for Wales (HEFCW) has a role in ensuring that the University’s policies and 
procedures strike the appropriate balance between freedom of speech and ‘Prevent’ 
duties. 

 
 
4. Definitions 

 
1. Authorising Officer 
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The Council has appointed the Pro Vice-Chancellor (Learning, Teaching and Student 
Experience) as the University’s Authorising Officer in relation to this Code, although the 
Authorising Officer may delegate this authority in whole or in part to other employees of 
the University. 

 
2. Organiser 
 

The term Organiser(s) is used in this Code of Practice to indicate the person or persons 
who are responsible for organising the Notifiable Event in question. 

 
3. Notifiable Event 
 

1. A meeting or event may be considered a Notifiable Event if, having undertaken 
appropriate due diligence, the Organiser provides a ‘Yes’ response is elicited to one 
or more of the following questions: 
 
i. Is the Organiser aware of any previous controversy surrounding the 

speaker(s) and their views? 
 
ii. Is there a likelihood that the speaker(s) may not be able to enter or leave the 

meeting or event safely and / or require specific security arrangements? 
 
iii. Is the Organiser aware of any other meetings or events being proposed of a 

conflicting nature, any practical matters relating to health and safety and / 
or any impact on the availability of resources? 

 
iv. Is the Organiser aware of any threats of disruption to the proposed meeting 

or event, which may occur either inside or outside the event? 
 
v. Is the Organiser aware of any threats to the University’s ability to ensure that 

freedom of speech within the law is secured for the speaker(s) and 
attendees? 

 
vi. Is the Organiser aware of any threats to the University’s ability to ensure that 

“speakers with extremist views that could draw people into terrorism” are 
challenged as part of that same event, in accordance with the Prevent Duty? 

 
2. If the Organiser or anyone involved in the organisation of the meeting or event or 

in the issuing of the invitation is in any doubt whether the meeting should be 
classed as notifiable they should consult the Authorising Officer at least 30 days 
prior to the date of the meeting or event. 

 
3. Meetings or events may subsequently become notifiable due to changed 

circumstances, such as: other meetings or events being proposed of a conflicting 
nature, practical matters relating to health and safety, or the availability of 
resources. 

 
4. It is the responsibility of the Organiser to ensure that sufficient notice (as a 

minimum 15 working days) is provided to the Authorising Officer of any Notifiable 
Events which require authorisation. This is to provide time to consider the 
proposed Notifiable Event in accordance with the Procedure set out in Appendix 1. 
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The University will not allow any Notifiable Events to proceed where insufficient 
prior warning and opportunity for due consideration has been provided by the 
Organiser. 

 
5. Notifiable Events should not be promoted until they have been authorised to 

proceed. 
 
4. Students’ Union 

 
1. In accordance with Section 43(8) of the Education (No. 2) Act 1986, any references 

to the University’s premises shall include those managed by Aberystwyth 
University Students’ Union. 

 
2. Where a notifiable meeting or event is to be held at premises managed by 

Aberystwyth University Students’ Union, the matter shall be considered in line with 
the Procedure adopted by Aberystwyth University Students’ Union on such 
matters, ensuring compliance with this Code of Practice. 

3. In the case of conflict between the Procedure adopted by Aberystwyth University 
Students’ Union and this Code of Practice, the Code of Practice shall take 
precedence. 

 
 
5. Conduct of Meetings and Events 
 

1. Any meeting or event to be held or to take place on the University’s premises shall be 
held or take place only after prior booking through the appropriate Faculty or service 
department; or through the Students’ Union (where the meeting or event is to take place 
on premises managed by that body). 

 
2. Organisers have a duty to ensure that nothing in the preparations for or conduct of a 

meeting or event infringes the law or the University Rules and Regulations 
(https://www.aber.ac.uk/en/academic-registry/handbook/regulations/). This includes 
an obligation to prevent conduct likely to cause a breach of the peace or incitement to 
illegal acts, including the criminal offences of encouraging terrorism and inviting support 
for a proscribed terrorist organisation (as outlined in the Terrorism Act 2006). 

 
3. The Chair of the meeting has a duty so far as possible to ensure that both audience and 

any speakers act in accordance with the law and this Code during the meeting. In case of 
unlawful conduct or conduct in breach of the University Rules and Regulations, the Chair 
is required to give appropriate warnings and, in case of continuing unlawfulness or 
breach, to require the withdrawal or removal or persons concerned by the stewards or 
security staff.  

 
4. All events led, hosted or co-hosted by the University must consider the requirements of 

the Welsh Language Standards which apply to the institution. 
 
5. No article or objects may be taken into the building where the meeting is taking place, or 

be taken or used elsewhere on University premises, if they are intended or may be likely 
to lead to injury or damage. 

 

https://www.aber.ac.uk/en/academic-registry/handbook/regulations/
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6. Premises used for meetings or activities must be left in a clean and tidy condition in 
default of which the Organisers may be charged for any additional cleaning and repairs 
that are subsequently required. A payment in advance or evidence of ability to pay these 
costs may be required. 

 
 
6. Infringement of this Code 
 

1. Infringements of, or departures from these procedures in whatever respect by staff or 
students of the University may render those responsible subject to appropriate 
disciplinary proceedings.  

 
2. Any member of staff or student of the University who disrupts or prevents any other 

member of staff, student or member of the University, or any speaker invited under the 
procedures of this Code, from exercising their right to freedom of speech within the law 
and within the usual rules of public debate, when that person is participating, or 
attempting to participate in any meeting or event authorised by the University shall be in 
breach of this Code and appropriate disciplinary proceedings may be undertaken. 

 
 
7. Further reading 

 
In developing this latest iteration of the Code of Practice on Freedom of Speech, the University 
has drawn on the Equality and Human Rights Commission’s “Freedom of Expression: A guide for 
higher education providers and students’ unions in England and Wales” (February 2019). A copy 
of this publication can be accessed at: https://www.equalityhumanrights.com/en/publication-
download/freedom-expression-guide-higher-education-providers-and-students-unions-
england. 
  

https://www.equalityhumanrights.com/en/publication-download/freedom-expression-guide-higher-education-providers-and-students-unions-england
https://www.equalityhumanrights.com/en/publication-download/freedom-expression-guide-higher-education-providers-and-students-unions-england
https://www.equalityhumanrights.com/en/publication-download/freedom-expression-guide-higher-education-providers-and-students-unions-england
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Appendix 1: Procedure for Authorising Notifiable Events 
 
1. If a Notifiable Event, as defined in section 3 of the Code of Practice on Freedom of Speech, is to 

be held on University premises, the Organiser must submit to the Authorising Officer in writing 
at least 15 working days in advance a risk assessment comprising the following information: 

 
i. the name and address of the Organisers and the name and address of a single person 

who is appointed as Principal Organiser of the meeting or event (referred to in this 
Procedure as the ‘Organiser’); 

 
ii. the name of any visiting speaker and of any organisation which he or she is to represent 

or with which he or she is associated while on University premises;  
 
iii. the date, time, and place of the meeting or event and the expected timing of the arrival 

and departure of any speaker together with details of the proposed entry and exit of the 
speaker to the building in which the event is to be held;  

 
iv. the subject matter of the meeting or event; 
 
v. the numbers of University staff, students or members of the general public expected to 

attend; 
 
vi. the steps the Organiser intends to take to control admission including, for example, the 

issuing of tickets;  
 
vii. the substance of any threats of disruption of the proposed meeting or event 

communicated directly or indirectly to the Organiser;  
 
viii. the nature of the steps that the Organiser and those associated with them in the 

organisation of the meeting or event propose to take to ensure that freedom of speech 
within the law is secured for any speaker. Such steps could include: arrangements to 
ensure that a debate is properly managed by the Chair of the meeting, the appointment 
of stewards, and / or providing an opportunity to express opposing views at that same 
meeting;  

 
ix. the nature of the steps that the Organiser and those associated with them in the 

organisation of the meeting or event propose to take to ensure that “speakers with 
extremist views that could draw people into terrorism” are challenged as part of that 
same event, in accordance with the ’Prevent Duty’; and 

 
x. the nature of any proposed publicity and whether members of the press, TV or radio will 

be permitted to attend. 
 

2. Normally within five working days, following receipt of the details of the Notifiable Event from 
the Organiser and, where required in accordance with the Prevent Duty, obtaining from the 
Welsh Extremism and Counter Terrorism Unit (WECTU) the Red Amber Green rating for the 
external speaker, the Authorising Officer shall decide either:  

 
i. that the Notifiable Event may proceed without any further directions as to its conduct, 

and confirm this decision to the Organiser in writing; or 
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ii. that the Notifiable Event may proceed, subject to directions as to its conduct as specified 
by the Authorising Officer in accordance with paragraphs 8 and 9, and confirm this 
decision to the Organiser in writing; or  

 
iii. that, a breach of the University’s Code of Practice on Freedom of Speech being possible, 

the Notifiable Event shall not take place, and confirm this decision to the Organiser in 
writing, both of the decision and of the reasons for it. 

 
3. If the Organiser does not agree with the Authorising Officer’s decision for the Notifiable Event, 

they may request that the Authorising Officer refers the matter to the Appeal Panel. Such a 
request should be made within five working days of receiving the Authorising Officer’s decision. 

 
4. Where a request is received for the Notifiable Event to be considered by the Appeal Panel, a 

meeting of the Appeal Panel shall normally be convened within five working days of that 
request. 

 
5. The Appeal Panel shall be formed by the Vice-Chancellor, and shall comprise of three from the 

following pool, one of whom to chair: University-level Executive lead on Equality and Diversity; 
Communications and Equality Officer; Head of Student Support; Head of Health, Safety and 
Environment; Head of Communications and Public Affairs; Head of Facilities Management; 
Aberystwyth University Students’ Union Student Support and Representation Manager. In 
forming the Appeal Panel, the Vice-Chancellor shall have due regard to its gender balance, and 
the need for members with a variety of perspectives.  

 
6. When a proposal is referred to it, the Appeal Panel shall consider the details of the Notifiable 

Event originally submitted, and may decide that the Notifiable Event may go ahead in 
accordance with either paragraphs 2i or 2ii. However, if it is satisfied that no reasonably 
practicable steps can be taken to ensure there will be no breach of the University’s Code of 
Practice on Freedom of Speech or the institution’s Rules and Regulations, it may decide that the 
Notifiable Event shall not be led, hosted or co-hosted by the University, or take place on 
premises.  
 

7. When the Appeal Panel decides that the Notifiable Event may proceed, the Authorising Officer 
shall notify the Organiser in writing. Where the Appeal Panel authorises the meeting or event it 
may impose such requirements as are permitted by paragraphs 8 and 9, and the Authorising 
Officer shall notify the Organiser in writing of them.  
 

8. If the Appeal Panel decides that the Notifiable Event shall not take place, the Authorising Officer 
shall notify the Organiser in writing, both of the decision and of the reasons for it.  
 

9. As part of their respective considerations, both the Authorising Officer or the Appeal Panel have 
the power to vary at any stage any of their respective requirements in the light of further 
information about the proposed Notifiable Event.  
 

10. Where the Authorising Officer decides initially, or where the Appeal Panel decides, that the 
proposed Notifiable Event may proceed subject to directions as to its conduct and venue, they 
may direct the Organiser as to the manner in which:  
 
i. entry to the Notifiable Event is to be properly managed, including, for example, a 

requirement that identity cards or tickets should be used;  
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ii. the conduct of the Notifiable Event is to be properly managed, including, for example, 
the conduct of any debate, or the disposition of any seating or stewarding; 

 
and shall invite the Organiser to discuss the arrangements which they consider desirable with 
the Authorising Officer or the Appeal Panel.  
 

11. In addition to the conditions set out above, the Authorising Officer or the Appeal Panel have 
discretion to lay down further conditions to enable the Notifiable Event to proceed, if 
appropriate, after consultation with the police. Such conditions may include: 
 
i. that a more suitable venue be found for the Notifiable Event; 
 
ii. that the Notifiable Event to be declared public (which would permit a police presence); 
 
iii. arranging for University staff to be responsible for all security arrangements connected 

with the Notifiable Event; 
 
iv. the appointment of a member of staff as ‘Controlling Officer’ for the Notifiable Event; 
 
v. stipulating that the media must register in advance to be present in the location where 

the Notifiable Event is to take place; 
 
vi. requesting to see any promotional materials before the Notifiable Event, including any 

materials to be distributed at Notifiable Event. 
 

12. The cost of any measures required by the Authorising Officer or Appeal Panel shall normally be 
borne by the Organiser of the Notifiable Event. 
 

13. If during the course of the meeting the Authorising Officer or the Controlling Officer believes 
that:  
 
i. a person will be injured should the Notifiable Event, continue; or  
 
ii. that damage to property will occur should the Notifiable Event continue; or  
 
iii. a breach of the law will occur; 
 
they shall adjourn or conclude the Notifiable Event.  
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Appendix 2: Authorising Notifiable Events – flow chart 
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Appendix 10 – Sensitive Research Policy and Procedure 

1. Introduction  

1.1 The University acknowledges that academic freedom is key in relation to its research activities. 

However, the University also has a duty to ensure that research, particularly research that is 

sensitive in nature, is conducted ethically and appropriately.  

1.2 Naturally, research into sensitive areas carries a degree of risk for the researcher conducting it. 

Compliance with this policy note allows the University to demonstrate to external authorities that 

any such material forms part of legitimate research. However, the University cannot guarantee that 

this will provide protection from investigation by such authorities, should the situation ever arise.  

1.3 The scope of this policy applies to all those, including staff and students, conducting research for 

and on behalf of the University.   

2. Sensitive Research  

2.1 There are three broad research areas which would usually cause the research to be classified as 

‘sensitive’:   

i. Research into illegal activities; although please see the separate guidance on this.  ii. Research 

which requires access to web sites which would normally breach Information Services Regulations, 

including, but not limited to; pornography, or the sites of any of the organisations proscribed by the 

UK Government; iii. Research into extremism and radicalisation.   

2.2 The definition of sensitive research encompasses a wide variety of research topics, and it is a 

requirement to complete the relevant questions in the online ethics assessment form, in order to 

ascertain if a research project is likely to be considered sensitive research in accordance with this 

policy.   

2.3 It is further acknowledged that every research project is unique in its aims and methodology. 

Therefore the researcher and supervisory staff should ensure that they consider the ethical 

dimensions of the proposed project in a proactive and candid manner, in accordance with the aims 

of this policy.  

3. Undergraduate and Taught Postgraduate Students  

3.1 It is not appropriate for undergraduate students to undertake any sensitive research due to their 

relative inexperience with research, unless specific circumstances of oversight and evaluation have 

prevailed. Supervisors and module co-ordinators will need to give careful consideration to the 

potential for some sensitive research areas to cause harm to the mental health and wellbeing of 

students.   

3.2 It is only appropriate for taught postgraduate students to undertake any of the research 

activities listed in 2.1 with due oversight and evaluation by the supervisory team and Head of 

Department.   

4. Approval and Access Process  

4.1. The online ethics assessment form contains a sensitive research appendix with a series of filter 

questions. These identify if a research project should be classified as sensitive, and as such requires 

special consideration before ethical approval can be granted.   
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4.2. The appropriate departmental or institute based reviewer, along with the Research Ethics Unit 

will make a collective decision whether or not to grant sensitive research projects departmental 

ethical approval. The Chair and at least two other members of the relevant University Research 

Ethics Panel (including an independent member and student representative, if the researcher is a 

student) will discuss the application and decide whether to allow the proposal to remain within the 

department, or to request changes to the research design/protocol through the submission of an 

application to the relevant Research Ethics Panel.   

4.3. A decision on whether ethical approval will be given to the applicant, including any changes that 

may be required, will be made by Department/Institute and Research Ethics Unit within 10 days of 

the submission of the online assessment. If the researcher is required to submit an application for 

formal REP review, the application will be considered at the next Panel meeting date.  

4.4. Applicants who are refused ethical approval with no option to amend their research 

design/protocol (something which should be very rare) may appeal in writing, following the 

procedure as outlined on the Research Ethics web page.   

4.5. Any deviation from the methods surrounding security sensitive research that has been granted 

full ethical approval is not permitted. If the research requires any change, such as accessing new 

materials, or undertaking new areas of investigation, then a resubmission for ethical approval will 

need to be made. Every effort will be made by the Research Ethics Panels to process this new 

application as quickly as possible so as not to delay the research.   

4.6. Once ethical approval has been granted to a research project classified as sensitive, the 

Research Ethics Unit will issue confirmation to Information Services and will request that a secure 

password-protected separate file store be made available to the researcher. The file store must then 

be used as the sole storage method of any material considered as sensitive and material should not 

be accessed before the researcher has been granted access to the file store.  

4.7. Once ethical approval has been granted, the project details will be recorded on a register by the 

Research Ethics Unit. An up-to-date copy of the register will then be shared with the Director of 

Information Services, the Director of Research, Business & Innovation and the Pro Vice Chancellor, 

Chief Operating Officer in the event of any external queries.  

4.8. An End of Project report is required to be submitted to the Research Ethics Panel that granted 

the final ethical opinion. This will be provided to the researcher once approval has been granted. It is 

the responsibility of the researcher to ensure that this is returned within one month of the project 

end date.    

4.9. UREC will oversee the implementation of this policy and the approval process.  

5. Accessing Prohibited Sites  

5.1 Researchers whose projects have received full ethical approval and who require access to web 

sites which may breach the University Information Services Regulations must contact the Research 

Ethics Unit to ensure that Information Services can make the necessary permission changes and 

record the identity of the individual/s requiring access.    

5.2 Researchers who access web sites that might be associated with radicalisation or 

terrorist/extremist organisations or groups should be conscious that such sites may be subject to 

surveillance by the police, and that accessing those sites might lead to police enquiries. Once full 

ethical approval has been granted, researchers should use the University network to access such 
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sites. This will ensure these activities are flagged as a legitimate part of their research. However, as 

stated, the University cannot guarantee protection from investigation by external authorities.   

5.3 Where there is any uncertainty, the researcher should not access such websites and contact the 

Research Ethics Unit to ensure that they have received the appropriate ethical approval and 

permissions from Information Services.  

6. Storing Material  

6.1 Certain types of sensitive research require additional considerations, including  

i. Research into terrorism, extremism, terrorist or extremist organisations or groups, extremist 

ideologies, radicalisation1, deradicalisation2;   ii. Research commissioned by the military or GCHQ;  

iii. Research commissioned under an EU / US security call or similar;  iv. Research involving the 

viewing, usage or transfer of sensitive personal data as defined as such by the Data Protection Act 

1998;  v. Research involving the acquisition of security clearances (including the Official Secrets Act).   

6.2 All research materials and data for research into the areas listed in 2.1 must be stored securely in 

the aforementioned password-protected separate file store. No copies should be kept in any other 

location. If provision for secure storage has not already been arranged as part of the project, it is the 

responsibility of the researcher to contact the Research Ethics Unit to request access.  

6.3 Researchers must ensure that the University has the capacity and capability to fulfil any further 

obligations as laid out by the relevant research funding body or organisation.    

6.4 Access to this file store must be restricted to the researcher, and any internal coinvestigators 

working on collaborative projects. The secure storage arrangements must include all materials 

related to the research project, including but not limited to: downloads, documents, videos, images, 

or research data. Access to this file store can be revoked if the researcher leaves the project, or fails 

to comply with this policy.   

6.5 Online sensitive research that has received ethical approval into the areas listed in 2.1 should be 

conducted on University servers (see 5.1).   

6.6 Physical documents and data should be scanned and uploaded to the password protected server; 

where this is not possible, documents should be kept in a locked filing cabinet, in a locked, single-

user office on University premises.   

7. Transmitting Material  

7.1 Researchers should note that the Terrorism Act (2006) and the Counter-Terrorism and Security 

Act (2015) outlaw the dissemination of terrorist publications if the individual concerned has the 

intention to encourage or induce others. For the latter legislative provision, researchers must note 

that ‘reckless behaviour’ may still amount to an offence under the Act. Publications disseminated for 

the purposes of a clearly defined research project should not amount to an offence, because the 

requisite intention is unlikely to be present. However, caution is advised and the dissemination of 

raw research materials should be avoided where possible.                                                             

7.2 In the instance of collaborative research projects with researchers at other institutions in the UK 

or abroad, the sending of documents may occasionally be necessary. Documents should be 

individually password-protected where possible, and then sent using a secure method which 

encrypts the file during transmission. Co-Investigators from outside the University may also send 
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files to researchers at AU, which must then be stored immediately in the secure file share. 

Information Services can provide advice on the secure transmission.   

7.3 Researchers are strongly advised to avoid transporting raw research materials connected to 

sensitive research projects. However, if it is unavoidable researchers must use an encrypted memory 

stick.  

7.4 Researchers should exercise caution when using personal social media to disseminate critical 

arguments or the outputs or outcomes of sensitive research projects for the reasons stated in 7.1. In 

particular, it is strongly advised that researchers do not create hyperlinks to sites used, with ethical 

approval, as ‘raw research materials’ (e.g. sites of any  proscribed  organisations). Additionally, 

researchers should adhere to the relevant Information Compliance policies.   

8. Disposal of Material and Data  

8.1 The disposal of research material (hard-copies) should be carried out by the researcher, ensuring 

that all material is disposed of in an appropriate manner that renders it inaccessible to others. The 

transporting of material long distances should be avoided.   

8.2 Material stored electronically, on the password-protected server, will be securely erased once 

access to the secure drive has lapsed or when access is no longer required.   

8.3 Where research data management requirements exist, researchers should ensure that any data, 

whether in digital or physical form, earmarked for disposal after the collation process at the end of 

the project is disposed of as in 8.1 and 8.2.   

8.4 It is the researcher’s responsibility to ensure that all other ethical, legal and procedural 

guidelines have been adhered to in the disposal of any such data. Including, but not limited to, AU 

policies, procedures and funding body guidance.  

9. Internal and External Queries  

9.1 If anyone has genuine concerns related to the use or misuse of sensitive research materials by 

any member(s) of staff or student(s) they should contact the Pro-Vice Chancellor (Chief Operating 

Officer) in non-urgent situations. If the concerns relate to the content of any hard copy materials 

(e.g. books or printed papers) the materials should be left untouched, but the finder should stay 

with them whilst a senior member of staff verifies if these materials relate to a legitimate research 

project. Similarly, electronic material should not be viewed until the its contents can be verified by 

the appropriate authorities.   

10. Non-adherence to policy  

10.1 Breach of this policy through failure to gain ethical approval for sensitive research, deviation 

from the research design originally submitted for ethical approval, or failure to store research 

materials for research into the areas listed in 2.1 securely, forfeits any protection the University can 

offer should external authorities launch an investigation. Normally breaches of this policy by both 

staff and students will be investigated through the Misconduct in Research policy  

11. Policy review  

11.1 This policy will be reviewed annually by the University Research Ethics Committee.  
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Appendix 11 – Notifiable Meeting/Event Notification Form 

Aberystwyth University Notifiable Meeting / Event Notification Form 

This form should be completed for any meetings and events involving external speakers, which have 
been determined to be “notifiable events” in accordance with the definitions given by the 
University’s Code of Practice on Freedom of Speech. This form should be completed at the point at 
which the meeting or event has been determined by the Event Organiser to be notifiable, which will, 
where possible, be at least 30 days in advance of the meeting or event date. 

Details for the Meeting / Event 

Topic of Meeting or Event ? 

Name of External Speaker(s) ? 

Known Affiliation(s) of the External Speaker ? 

Date of Meeting or Event ? 

Time of Meeting or Event ? 

Location of Meeting or Event ? 

Responsible Institute / Department  

Name and Email of Primary Event Contact ? 
Is there a likelihood that the speaker(s) may not be able to enter or leave the meeting or event 
safely and/or require specific security arrangements?? 

Yes No 
Is the Organiser aware of any other meetings or events being proposed of a conflicting nature, any 
practical matters relating to health and safety and/or any impact on the availability of resources?? 

Yes No 
Is the Organiser aware of any threats of disruption to the proposed meeting or event, which may 
occur either inside or outside the event?? 

Yes No 
Is the Organiser aware of any threats to the University’s ability to ensure that freedom of speech 
within the law is secured for the speaker(s)?? 

Yes No 
Is the Organiser aware of any threats to the University’s ability to ensure that “speakers with 
extremist views that could draw people into terrorism” are challenged as part of that same event, in 
accordance with the HM Government Prevent Duty Guidance for Higher Education institutions in 
England and Wales?? 

Yes No 
Has the Students’ Union been notified of the intention to host this event (Applicable to Student 
Society/Club Events Only)? 

Yes No Not Applicable 
The particular circumstances of an event may be liable to change during the period between the 
completion of this form and the hosting of the meeting or event, therefore the information provided 
should be regularly reviewed by the event organiser in the period leading to the meeting or event, 
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and any changes or amendments necessary communicated to the Health, Safety and Environment 
Team at hasstaff@aber.ac.uk or on extension 2073.  

The Aberystwyth University Notifiable Meeting / Event Notification Form is available at: 
https://www.aber.ac.uk/en/hse/proc-prac/prevent/speakerform/  
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