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Risk Management Policy 

Context 

The HEFCW Financial Management Code requires the University to:
“Ensure that it has an effective policy of risk management which is able to demonstrate that the organisation and management of the instituiton’s financial affairs are appropriately controlled.” 
(para 41 Financial Management Code v1.0)
In addition, any organisation needs to know what it does well and where any potential risks lie that may prevent it from continuing to do so in the future. Deciding positively not to do something can be an option – understanding the importance of active risk management is vital at all levels of an organisation.  Embedding planning as part of the day to day operation is key to understanding risk and mitigating both its likelihood and its impact. 
The Risk Management Policy forms part of the University’s internal controls and corporate governance arrangements. This outlines the University’s approach to risk management, documents the roles and responsibilities of the Governing Body, the University Executive and other key parties. It also outlines the system for evaluating risks and identifies the main reporting procedures.
Good internal controls and a commitment from senior management are prerequisites; but it’s the whole community of staff, who understand the business well, who can best design, deliver and strive to continuously improve the management of risks identified as part of their normal activities. The University Risk Management Policy Statement is included as Annex A.
Risk Management Policy StatementThe University will manage risk across all areas of its business to assist with the fulfilment of its mission, aims and strategy. The University takes the view that:
· the taking of risk as an essential part of the business of higher education, in its management of core educational activities as well as its supporting activities.
· risk is not only about threats to business that have to be managed; it is equally about the failure to seize opportunities.
· the strategic management of risk as an integral element within its decision-making processes and culture, supporting effective planning and evaluation of its activities, including encouragement of innovation and the management of change. Risk management is accepted as a creative component of management generally, not an "add-on.
· good management is effective risk management, through the incorporation of systematic processes, engaging the whole of the institution, from its Council and Executive, through to Academic Faculties and Service Departments.
· The effectiveness of the University’s Risk Management processes will be subject to regular Internal Audit review.
Responsibility
The University views risk management as the responsibility of all staff and establishes processes to support staff in the management and reporting of risk as set out in the diagram below:
Governing Body
Oversees the institution’s risk management control and governance arrangements and approves the Risk Management Policy.
Receive Corporate Risk Register 3 times a year.
Receives Risk policy, matrices and appetite statement annually.


	
Audit, Risk and Assurance Committee
Advises the Governing Body on the effectiveness of the institution’s risk management, control and governance arrangements and the arrangements to promote economy, efficiency and effectiveness (Value for Money).


Also receives Deep Dive report into one strategic area at each meeting.





Receives Corporate Risk Register at each meeting and relevant reports on other risk matters as raised by Executive members.
University Executive 
Reviews risk through the Corporate Risk Register and has overall responsibility for ensuring that procedures are in place to maintain effective management of risk




Risks discussed at Faculty Executive and Operational Board as a standing item. Major concerns  escalated via discussion with PVCand/or Executive members.
Faculty PVCs and Heads of Department
Implement AU policies and procedures and identify and manage risks as a management activity through their own risk registers.





Raise specific risk concerns with heads of department for escalation via Faculty Executive and Operational Board
Individual Members of Staff
Respond to specific risk issues devolved to their area of work and ensure good risk management in relation to their activities.





The specific responsibilities of each level are further set out in Annex A.

Approach
To ensure good practice in relation to risk management, the University will :
· Incorporate risk management into all major processes, with regular reporting to appropriate management and governance bodies on its operation. 
· Seek to enhance the security and safety of staff and students for the management of physical risks. 
· Seek, through its risk management policy to secure financial benefits, e.g. in through savings in staff time, legal fees, insurance payments, bad debt reduction, etc through the early recognition and management of risk. 
· Embed risk management throughout the University. The means of achieving this may vary according to the needs of different parts of the University, but include formal annual confirmation of compliance to the Vice-Chancellor as a minimum.
· Allign its risk registers with the University’s Strategy and supporting plans, together with high-level operational risks.
· Establish and maintain institution-wide processes and standards of risk management with clear procedure notes and regular training to ensure appropriate support for staff in identifying, managing and reporting on risks.
· Ensure clarity in the communication of risk levels through the use of risk matrices for scoring risk impacts and likelihoods as well as setting out the University’s appetite for different risk areas and establishing target risk scores to provide clarity of progress in managing risk.
· Implement the ‘Four T’ model (Treat, Tolerate, Transfer, Terminate) for mitigating risk.
· Implement the ‘Three lines of defence’ model for assessing and monitoring assurance. 
· Ensure that Executive approval is sought for any risk mitigations which may have a wide-reaching impact on areas of strategic importance.
· Establish a reporting cycle which aligns with the academic year and planning round. 
· Establish an appropriate timetable for risk review. 



ANNEX A – Responsibilities

Specific responsibilities of University committees and Officers are set out below:

University Executive will:

· Identify and evaluate both generic and specific risk inherent in the organisation and in delivering the Strategic Plan 
· Maintain documented procedures for the management of risk 
· Provide suitable information, training and supervision, ensuring management competence is maintained to manage risk 
· Maintain effective communication and the active involvement of employees and other stakeholders in identifying risks and their mitigation, including regular reporting to Council Committees and other stakeholders as appropriate 

· Require appropriate offices to maintain  appropriate incident reporting and recording systems as part of their risk management mitigation, with investigation procedures to establish cause and prevent recurrence 

· Monitor risk management arrangements on an ongoing basis, including periodic review by Internal Audit 

Audit, Risk and Assurance Committee will:
· Test the Risk Appetite Statement and Matrix proposed annually to Council by the University Executive,
· Monitor and review the Risk Register at every meeting. 
· Obtain both management and independent assurance of the adequacy and effectiveness of the risk management framework. 
· Periodically review risk assurance for the Corporate Risk Register.
University Council will:
· Provide leadership in risk management.
· Approve annually this risk policy statement, risk score matrices and risk appetite statements. 
· Consider and approve risk levels for  the University Risk Register 

Pro Vice-Chancellors with responsibility for Faculties or Professional Services, Heads of Department  and Heads of Professional Services will: 
· Have primary responsibility for managing risk on a day-to-day basis within their specialist areas 
· Have responsibility for promoting risk awareness within their operations; introduce risk management objectives into their areas of activity 
· Identify and evaluate the significant risks faced by their operations for consideration by the University Executive, the Audit, Risk and Assurance Committee and Council 
· Ensure that risk management is incorporated at the conceptual stage of projects as well as throughout a project 
· Ensure that individual Departmental risk management and review is a regular management meeting item to allow consideration of exposure and to prioritize work in the light of effective risk analysis 
· Report early warning indicators to the University Executive


Risk Management Champions are responsible for: 
· Developing specific programmes and procedures for establishing and maintaining risk management activities across the University 
· Ensuring the dispersal of information related to risk management processes to departmental colleagues as necessary.
· Providing guidance, interpretation and understanding of the risk management systems and procedures 
· The Chief Financial Officer is the Executive Officer responsible for ensuring that risk management processes run efficiently and effectively in the University. Support in this role is provided by the Planning Department. The Head of Planning is the nominated Risk Management Champion. 

All members of staff should: 
· Understand their accountability for individual risks
· Understand that risk management and risk awareness are a key part of the University’s risk culture
· Understand how they can enable continuous improvement of risk management response
· Report systematically and promptly to senior management any perceived new risks or failures of existing control measures 
















ANNEX B – Risk Appetite Scoring
	Risk Appetite
	Recommended net risk scores

	High Risk Appetite: 
The University is prepared accept risks in order to further its strategic objectives or because the potential rewards are considered to be significant.


	15 to 16  Impact may be up to 5. Willing to tolerate likelihood up to 4, but ideally keep this below 16 total. 

	Medium Risk Appetite:
The University is prepared to accept some risks in order to improve upon student experience or deliver strategic targets.

	10-15.  Impact may be up to 5. Willing to tolerate likelihood up to 4.

	Medium / Low Risk Appetite:
The University is generally risk adverse but will accept some small risks as a necessary part of day-to-day operations.

	8-10 Impact may be up to 5. Seek to reduce impact to between 2 and 3.

	Low Risk Appetite:
The University will seek to avoid taking any risks in these areas and, where risks are unavoidable, will seek to mitigate as much as possible. 
	6-8 Impact may be up to 5. Seek to reduce likelihood to 2 

	The University will not tolerate any risks with these potential impacts
· Physical danger / loss of life.
· Severe negative impact on student experience
· Financial loss of more than 10% of turnover
· Severe damage to reputation on a national and international level.
	5. Impact will always be 5. Aim to reduce likelihood to 1.








ANNEX C– Risk Score Matrices


For Faculties and Service Departments, the definitions of Insignificant, Minor, Moderate, Serious and Very Serious financial impact at local level are  <£50K, <50K to £100K, <£100K to <500K, and <£500K;  or as per the University level measures if the risk  being assessed is a university wide risk,  for example,  the impact of an incorrect statutory return does not just affect the Planning Department, but is a university wide hit.

	Severity descriptors
	Possible consequences
	Examples[footnoteRef:1] [1: ] 


	1 – Insignificant


	No impact
	

	2 - Minor
Negative outcomes from risks or lost opportunities unlikely to have a permanent or significant effect on the University’s reputation or performance
	· Less than 0.5%of total turnover financial impact 
· No regulatory consequence
· Minor adverse publicity
· Minor reversible injury
· No more than10 days of senior staff time
	· University sued successfully for wrongful dismissal
· Lecturer has work related injury e.g. slips

	3 – Moderate
Negative outcomes from risks or lost opportunities having a significant impact on the University. Can be managed without major impact in the medium term
	· Financial loss up to 2% of total turnover  in any year 
· Limited regulatory consequence
· Local adverse publicity of subject area 
· Major reversible injury
· No more than 25 days of senior staff time
	· Major IT project late or overspent
· Contractual staff injured due to University negligence
· Loss of a major contract 

	4 - Serious
Negative outcomes from risks or lost opportunities with a significant effect that will require major effort to manage and resolve in the medium term but do not threaten the existence of the institution in the medium term
	· Financial loss over 2% of total turnover in a single year
· Major savings programme required to break-even in the medium term
· Significant regulatory consequence
· Negative headlines in the national press
· Irreversible injury or death
· No more than 45 days of senior staff time
	· Research team found to have falsified results with a major impact e.g. on health issues
· Major overseas recruitment problems due to war or terrorism – potential to escalate to very serious 
· University financial systems fail completely and cannot be recovered

	5 – Very serious
Negative outcomes from risks or lost opportunities which if not resolved in the medium term will threaten the existence of the institution
	· Financial loss (or loss of potential financial surplus) over 2% of turnover for consecutive years or over 5% in a single year
· Substantial regulatory consequence
· Sustained negative headlines in national press
· Major negative sanction by HEFCW
· Closure of major part of business
· Irreversible multiple injury or death
· Over 45 days of senior staff time
	· Major accident due to University negligence
· Major fire prevents substantial part of the University delivering courses
· Collapse in student application numbers
· Sustained failure to recruit staff
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